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DETAILED ACTION 

1 . The amendment of 03 January 2006 has been noted and made of record. 

2. Claims 1-23 have been presented for examination. 

Response to Arguments 

3. Applicant's arguments filed 03 January 2006 have been fully considered but they are not 
persuasive. 

4. In response to the Applicant's argument that the prior art of record fails to disclose 
wherein the encrypted code attached to the transaction certificate is decrypted by the second 
party to prove the transaction, the Examiner disagrees. At column 5, lines 12-24, Robinson 
discloses that the encryption step is used primarily for the purpose of verification [of the 
transaction] by the merchant. Further down column 5, at lines 41-52, Robinson discloses that the 
merchant uses a public key cryptosystem where the customer may obtain a public key to decrypt 
the transaction receipt, thereby providing an opportunity for the customer to verify the 
transaction. 

5. In response to applicant's argument that Robinson does not disclose decrypting the 
transaction receipt by the second party to prove the transaction, a recitation of the intended use of 
the claimed invention must result in a structural difference between the claimed invention and 
the prior art in order to patentably distinguish the claimed invention from the prior art. If the 
prior art structure is capable of performing the intended use, then it meets the claim. 

6. The Applicant is reminded that patents are relevant as prior art for all they contain. The 
use of patents as references is not limited to what the patentees describe as their own inventions 
or to the problems with which they are concerned. They are part of the literature of the art, 
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relevant for all they contain. See MPEP 2123; see also In re Heck, 699 F.2d 1331, 1332-33, 216 
USPQ 1038, 1039 (Fed. Cir. 1983). A reference may be relied upon for all that it would have 
reasonably suggested to one having ordinary skill in the art, including non-preferred 
embodiments. See Merck & Co. v. Biocraft Laboratories, 874 F.2d 804, 10 USPQ2d 1 843 (Fed. 
Cir.), cert, denied, 493 U.S. 975 (1989); see also Celeritas Technologies Ltd v. Rockwell 
International Corp., 150 F.3d 1354, 1361, 47 USPQ2d 1516, 1522-23 (Fed. Cir. 1998). 

7. In response to applicant's arguments, the recitation authentication by a third party has not 
been given patentable weight because the recitation occurs in the preamble. A preamble is 
generally not accorded any patentable weight where it merely recites the purpose of a process or 
the intended use of a structure, and where the body of the claim does not depend on the preamble 
for completeness but, instead, the process steps or structural limitations are able to stand alone. 
See In re Hirao, 535 F.2d 67, 190 USPQ 15 (CCPA 1976) and Kropa v. Robie, 187 F.2d 150, 
152, 88 USPQ 478, 481 (CCPA 1951). 

8. See further rejections below. 

Claim Rejections 

9. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

10. Claims 4, 5, 8, 15, 18, 20, and 22 are rejected under both 35 U.S.C. 102(a) and 35 
U.S.C. 102(e) as being anticipated by U.S. Patent No. 5,915,022 to Robinson et al., hereinafter 
Robinson. 

11. As per claims 4 and 20, Robinson teaches a method of verifying a transaction conducted 
between a first party and a second party, the method comprising: 
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receiving transaction elements of the transaction (Figures 1-1 [steps 103, 106], 3b, 3c, 
column 3, line 60 to column 4, line 14, column 4, lines 34-65); 

identifying at least a portion of the received transaction elements as selected elements 
(Figures 3b, 3c, column 4, lines 34-65, i.e. identifying confirmation number, customer name, 
date, description of transaction, etc.); 

attaching at least a portion of the received transaction elements to a certificate template 
(Figures 1-2 [step 1 18], 2 [block 1 18a], column 4, lines 34-65, column 6, lines 23-48, i.e. 
transaction record is encrypted and appended to a message, the encrypted transaction record is 
appended to the digital receipt page); 

encrypting the selected elements based on a private key of the first party to generate an 
encrypted code (Figures 1-2 [step 1 18], 2 [block 1 18a], column 4, lines 34-65, column 5, lines 
41-53, column 6, lines 23-48, i.e. transaction record is encrypted and appended to a message, 
customer obtains merchant public key can decrypt transaction receipt, the encrypted transaction 
record is appended to the digital receipt page); 

attaching the encrypted code to the certificate template to produce a transaction certificate 
(Figures 1-2 [step 1 18], 2 [block 1 18a], column 4, lines 34-65, column 6, lines 23-48, i.e. 
transaction record is encrypted and appended to a message, the encrypted transaction record is 
appended to the digital receipt page); 

transmitting the transaction certificate with the encrypted code to the second party 
(Figure 1-2 [step 120], column 6, lines 23-48); and 
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instructing the second party to decrypt the encrypted code of the transaction certificate 
based on a public key of the first party to generate decrypted selected elements (column 5, lines 
41-53, customer obtains merchant public key can decrypt transaction receipt), 

wherein the decrypted selected elements are used by the second party to prove the 
transaction (colunm 2, lines 31-43, column 6, lines 23-67, colunm 7, lines 1-33). 

12. As per claim 15, Robinson teaches a method of verifying a transaction conducted 
between a first party and a second party, the method comprising: 

transmitting transaction elements of the transaction to the first party (Figures 1-1 [steps 
103, 106], 3b, 3c, column 3, line 60 to column 4, Hne 14, column 4, lines 34-65); 

receiving a transaction certificate that includes an encrypted code (Figure 1-2 [step 120], 
column 6, lines 23-48); 

retrieving a public key of the first party (column 5, lines 47-50, i.e. if a customer obtains 
the merchant's public key the customer could decrypt the transaction receipt); and 

decrypting the included encrypted code based on the retrieved public key of the first party 
to generate decrypted proof elements (column 5, lines 47-50, i.e. if a customer obtains the 
merchant's public key the customer could decrypt the transaction receipt), 

wherein the decrypted proof elements are used to prove the transaction (column 2, lines 
31-43, column 6, lines 23-67, column 7, lines 1-33). 

13. As per claim 1 8, Robinson teaches a method of a third party authenticating a transaction 
conducted between a first party and a second party, the method comprising: 
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receiving a transaction certificate with an encrypted code (Figure 1-2 [step 120], column 
6, lines 23-48); 

retrieving a public key of the first party (column 5, lines 47-50, i.e. if a customer obtains 
the merchant's public key the customer could decrypt the transaction receipt); 

decrypting the encrypted code based on the retrieved public key of the first party to 
generate decrypted proof elements (colunm 5, lines 47-50, i.e. if a customer obtains the 
merchant's public key the customer could decrypt the transaction receipt); and 

declaring the transaction between a first party and a second party including the decrypted 
proof elements as authenticated if the decrypting is successful (column 2, lines 31-43, column 6, 
lines 23-67, column 7, lines 1-33). 

14. As per claim 22, Robinson teaches a computing device for verifying a transacfion 
conducted between a first party and a second party, the device comprising: 

a submitting module configured to submit transaction elements of the transaction from 
the second party to the first party (Figures 1-1 [steps 103, 106], 3b, 3c, column 3, line 60 to 
column 4, line 14, column 4, lines 34-65); 

a receiving module configured to receive a transaction certificate including an encrypted 
code from the first party to the second party (Figure 1-2 [step 120], colunm 6, lines 23-48); and 

a first decryption module configured to decrypt the encrypted code to generate decrypted 
proof elements, based on a public key of the first party (column 5, lines 47-50, i.e. if a customer 
obtains the merchant's public key the customer could decrypt the transaction receipt), 

wherein the decrypted proof elements are used to prove the transaction (column 2, lines 
31-43, colunm 6, lines 23-67, column 7, lines 1-33). 
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15. Claims 1-3, 6, 7, 11-14, and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Robinson in view of U.S. Patent No. 6,243,480 to Zhao et al., hereinafter Zhao. 

1 6. As per claim 1 , Robinson teaches a method of verifying a transaction conducted between 
a first party and a second party, the method comprising: 

receiving transaction elements of the transaction (Figures 1-1 [steps 103, 106], 3b, 3c, 
column 3, line 60 to column 4, line 14, column 4, lines 34-65); 

identifying a portion of the received elements (Figures 3b, 3c, column 4, lines 34-65, i.e. 
identifying confirmation number, customer name, date, description of transaction, etc.); 

transaction elements as selected encrypting the selected elements based on a private key 
of the first party to generate an encrypted code (column 4, lines 34-65, column 5, lines 41-52, i.e. 
creating a transaction record/code based on user elements using merchant's own private key); 

sending the transaction certificate with the encrypted code to the second party (Figure 1-2 
[step 120], column 6, lines 23-48); and 

decrypt the encrypted code in electronic form based on a public key of the first party to 
generate decrypted selected elements (column 5, lines 47-50, i.e. if a customer obtains the 
merchant's public key the customer could decrypt the transaction receipt), 

wherein the decrypted selected elements are used by the second party to prove the 
transaction (column 2, lines 31-43, column 6, lines 23-67, column 7, lines 1-33). 

17. Robinson does not disclose printing at least a portion of the received transaction elements 
on a hard copy transaction certificate; printing the encrypted code on the hard copy transaction 
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certificate; and instructing the second party to scan the transaction certificate to convert the 
encrypted code to electronic form. 

1 8. Zhao teaches receiving a hard copy of a document with partial authentication information 
and scanning in the analog reference to convert the encrypted code into an electronic form for 
verification (column 3, line 57 to column 4, line 14). 

1 9. It would have been obvious to one of ordinary skill in the art to print out a hard copy of 
the transaction receipt to be scanned in later to verify a transaction, since Zhao states at column 
3, lines 41-54 that such a modification would provide a way to authenticate a digital receipt that 
has been printed out without losing the authentication information. 

20. Regarding claims 2, 5, and 10, Robinson discloses. prompting the second party to enter 
transaction elements of the transaction on an electronic transaction document (Figures 1-1 [steps 
103, 106], 3b, 3c, column 3, line 60 to column 4, line 14, column 4, lines 34-65); 

wherein receiving transaction elements comprises receiving transaction elements entered 
by the second party on the electronic transaction document (Figures 1-1 [steps 103, 106], 3b, 3c, 
column 3, line 60 to column 4, line 14, column 4, lines 34-65). 

21 . Regarding claims 3, 8, and 13, Robinson teaches identifying an element of a current date 
and time as one of the selected elements (Figures 3b, 3c, column 4, lines 34-65, column 5, lines 
53-64). 
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22. Regarding claims 6 and 1 1 , Robinson does not disclose wherein transmitting the 
transaction certificate comprises sending the transaction certificate to an email address of the 
second party. 

23. Zhao teaches transmitting the sending the transaction information to an email address of 
the second party (column 14, line 57 to colunm 15, line 17). 

24. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to transmit the digital receipt via email, since it is well known that email provides for 
an easy and inexpensive method to transmit information over a network. 

25. Regarding claims 7 and 12, Robinson discloses using URLs to send the digital receipt 
back to the consumer. 

26. Robinson does not teach transmitting the URL to an email address of the second party. 

27. Zhao teaches transmitting the sending the transaction information to an email address of 
the second party (column 14, line 57 to column 15, line 17). 

28. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to transmit the URL of the digital receipt via email, since it is well known that email 
provides for an easy and inexpensive method to transmit information over a network. 

29. As per claim 14, Robinson discloses a method of verifying a transaction conducted 
between a first party and a second party, the method comprising: 
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identifying a portion of transaction elements of the transaction (Figures 3b, 3c, column 4, 
lines 34-65, i.e. identifying confirmation number, customer name, date, description of 
transaction, etc.); 

transmitting transaction elements of the transaction and the identification of the 
transaction elements to the first party (Figures 1-1 [steps 103, 106], 3b, 3c, column 3, line 60 to 
column 4, line 14, column 4, lines 34-65); 

retrieving a public key of the first party (column 5, lines 47-50, i.e. if a customer obtains 
the merchant's public key the customer could decrypt the transaction receipt); and 

decrypting the converted encrypted code based on the retrieved public key of the first 
party to generate decrypted proof elements (colunrn 5, lines 47-50, i.e. if a customer obtains the 
merchant's public key the customer could decrypt the transaction receipt), 

wherein the decrypted proof elements are used to prove the transaction (column 2, lines 
31-43, column 6, lines 23-67, column 7, lines 1-33). 

30. Robinson does not teach receiving a hard copy transaction certificate that includes an 
encrypted code; and scanning the received transaction certificate to convert the encrypted code to 
electronic form. 

3 1 . Zhao teaches receiving a hard copy of a document with partial authentication information 
and scanning in the analog reference to convert the encrypted code into an electronic form for 
verification (column 3, line 57 to column 4, line 14). 

32. It would have been obvious to one of ordinary skill in the art to print out a hard copy of 
the transaction receipt to be scanned in later to verify a transaction, since Zhao states at column 
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3, lines 41-54 that such a modification would provide a way to authenticate a digital receipt that 
has been printed out without losing the authentication information. 

33. As per claim 17, Robinson teaches a method of a third party authenticating a transaction 
conducted between a first party and a second party, the method comprising: 

retrieving a public key of the first party (column 5, hnes 47-50, i.e. if a customer obtains 
the merchant's public key the customer could decrypt the transaction receipt); 

decrypting the converted encrypted code based on the retrieved public key of the first 
party to generate decrypted proof elements (column 5, lines 47-50, i.e. if a customer obtains the 
merchant's public key the customer could decrypt the transaction receipt); and 

declaring the transaction between a first party and a second party including the decrypted 
proof elements as authenticated by the third party if the decrypting is successful (column 2, lines 
31-43, column 6, lines 23-67, column 7, lines 1-33). 

34. Robinson does not teach receiving a hard copy transaction certificate with an encrypted 
code by a third party; and scanning the received transaction certificate to convert the encrypted 
code into electronic form. 

35. Zhao teaches receiving a hard copy of a document with partial authentication information 
and scanning in the analog reference to convert the encrypted code into an electronic form for 
verification (column 3, line 57 to column 4, line 14). 

36. It would have been obvious to one of ordinary skill in the art to print out a hard copy of 
the transaction receipt to be scarmed in later to verify a transaction, since Zhao states at column 
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3, lines 41-54 that such a modification would provide a way to authenticate a digital receipt that 
has been printed out without losing the authentication information. 

37. Claims 9, 10, 16, 19, 21, and 23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Robinson in view of U.S. Patent No. 6,285,991 to Powar, hereinafter Powar. 

38. As per claims 9 and 21, Robinson teaches a method of verifying a transaction conducted 
between a first party and a second party, the method comprising: 

receiving transaction elements of the transaction (Figures 1-1 [steps 103, 106], 3b, 3c, 
column 3, line 60 to column 4, line 14, column 4, lines 34-65); 

identifying at least a portion of the received transaction elements as selected elements 
(Figures 3b, 3c, column 4, lines 34-65, i.e. identifying confirmation number, customer name, 
date, description of transaction, etc.); 

attaching at least a portion of the received transaction elements to a certificate template 
(Figures 1-2 [step 1 18], 2 [block 1 18a], column 4, lines 34-65, column 6, lines 23-48, i.e. 
transaction record is encrypted and appended to a message, the encrypted transaction record is 
appended to the digital receipt page); 

encrypting the selected elements based on a private key of the first party to generate an 
encrypted code (Figures 1-2 [step 1 18], 2 [block 1 18a], column 4, lines 34-65, column 5, lines 
41-53, column 6, lines 23-48, i.e. transaction record is encrypted and appended to a message, 
customer obtains merchant public key can decrypt transaction receipt, the encrypted transaction 
record is appended to the digital receipt page); 
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attaching the encrypted code to the certificate template to produce a transaction certificate 
(Figures 1-2 [step 1 18], 2 [block 1 18a], colunm 4, lines 34-65, colunm 6, lines 23-48, i.e. 
transaction record is encrypted and appended to a message, the encrypted transaction record is 
appended to the digital receipt page); 

instructing the second party to decrypt the included encrypted code based on a public key 
of the first party to generate decrypted selected elements (column 5, lines 41-53, customer 
obtains merchant public key can decrypt transaction receipt), 

wherein the decrypted selected elements are used by the second party to prove the 
transaction (column 2, lines 31-43, column 6, lines 23-67, column 7, lines 1-33). 

39. Robinson does not disclose retrieving a public key of the second party; encrypting the 
transaction certificate based on the retrieved public key of the second party, to generate an 
encrypted transaction certificate; transmitting the encrypted transaction certificate to the second 
party; instructing the second party to decrypt the transmitted encrypted transaction certificate 
based on a private key of the second party, to produce a decrypted transaction certificate that 
includes the encrypted code. 

40. Powar teaches sending a statement to a customer using the customer's public key system 
(column 4, lines 55 to column 5, line 17, column 11, lines 1-50). It is known that in public key 
systems, the public key is available to the public either by the customer or at a centralized 
location. When someone wishes to send an encrypted communication to the customer, they 
retrieve the customer's public key, encrypt the communication with the customer's public key, 
transmit the encrypted message to the customer at which point the customer decrypts the 
message using the customer's private key. 



Application/Control Number: 09/883,625 Page 14 

Art Unit: 2131 

41 . It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to use the customer's public key to encrypt the transaction certificate for transmission 
to the customer, since Powar states at column 5, lines 6-17 that such a modification would verify 
the message as being legitimate, since in the customer is the only one with the private key that 
could decrypt and read the message. 

42. As per claim 16, Robinson discloses a method of verifying a transaction conducted 
between a first party and a second party, the method comprising: 

transmitting transaction elements of the transaction to the first party (Figures 1-1 [steps 
103, 106], 3b, 3c, column 3, line 60 to column 4, line 14, column 4, lines 34-65); 

receiving an encrypted transaction certificate (Figure 1-2 [step 120], column 6, lines 23- 

48); 

retrieving a public key of the first party (column 5, Hues 47-50, i.e. if a customer obtains 
the merchant's public key the customer could decrypt the transaction receipt); and 

decrypting the encrypted code based on the retrieved public key of the first party 
to generate decrypted proof elements (column 5, lines 47-50, i.e. if a customer obtains the 
merchant's public key the customer could decrypt the transaction receipt), 

wherein the decrypted proof elements are used to prove the transaction (column 2, lines 
31-43, column 6, lines 23-67, column 7, lines 1-33). 

43. Robinson does not teach making a public key of the second party available to the first 
party; decrypting the received encrypted transaction certificate based on a private key of the 
second party so as to generate a transaction certificate with an encrypted code. 
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44. Powar teaches sending a statement to a customer using the customer's public key system 
(column 4, Hues 55 to colunm 5, line 17, column 11, lines 1-50). It is known that in public key 
systems, the public key is available to the public either by the customer or at a centralized 
location. When someone wishes to send an encrypted communication to the customer, they 
retrieve the customer's public key, encrypt the communication with the customer's public key, 
transmit the encrypted message to the customer at which point the customer decrypts the 
message using the customer's private key. 

45. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to use the customer's public key to encrypt the transaction certificate for transmission 
to the customer, since Powar states at column 5, lines 6-17 that such a modification would verify 
the message as being legitimate, since the customer is the only one with the private key that 
could decrypt and read the message. 

46. As per claim 19, Robinson discloses a method of a third party authenticating a transaction 
conducted between a first party and a second party, the method comprising: 

retrieving a public key of the first party (column 5, lines 47-50, i.e. if a customer obtains 
the merchant's public key the customer could decrypt the transaction receipt); 

decrypting the encrypted code based on the retrieved public key of the first party to 
generate decrypted proof elements (column 5, lines 47-50, i.e. if a customer obtains the 
merchant's public key the customer could decrypt the transaction receipt); and 

declaring the transaction including the decrypted proof elements as authenticated if the 
decrypting is successful (column 2, lines 31-43, column 6, lines 23-67, column 7, lines 1-33). 
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47. Robinson does not disclose receiving an encrypted transaction certificate; and decrypting 
the received encrypted transaction certificate based on a private key of the third party so as to 
generate a transaction certificate with an encrypted code. 

48. Powar teaches sending a encrypted statement using a public key system (colunm 4, lines 
55 to column 5, line 17, column 11, lines 1-50). It is known that in public key systems, the 
public key is available to the public either by the party or at a centralized location. When 
someone wishes to send an encrypted conmiunication to the party, they retrieve the party's 
public key, encrypt the communication with the party's public key, transmit the encrypted 
message to the party at which point the party decrypts the message using the party's private key. 

49. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to use fhe party's public key to encrypt the transaction certificate for transmission to 
the party, since Powar states at column 5, lines 6-17 that such a modification would verify the 
message as being legitimate, since the party is the only one with the private key that could 
decrypt and read the message, 

50. As per claim 23, Robinson teaches a computing device for verifying a transacfion 
conducted between a first party and a second party, the device comprising: 

a submitting module configured to submit transaction elements of the transaction from 
the second party to the first party (Figures 1-1 [steps 103, 106], 3b, 3c, column 3, line 60 to 
column 4, line 14, column 4, lines 34-65); 
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a second decryption module configured to decrypt the encrypted code based on a public 
key of the first party to generate decrypted proof elements (column 5, lines 41-53, customer 
obtains merchant pubUc key can decrypt transaction receipt), 

wherein the decrypted proof elements are used to prove the transaction (column 2, lines 
31-43, colunm 6, lines 23-67, column 7, lines 1-33). 

51 . Robinson does not disclose a receiving module configured to receive an encrypted 
transaction certificate from the first party to the second party; a first decryption module 
configured to decrypt the received encrypted transaction certificate, based on a private key of the 
second party, to generate an decrypted transaction certificate with an encrypted code. 

52. Powar teaches sending a statement to a customer using the customer's public key system 
(column 4, lines 55 to column 5, line 17, column 11, lines 1-50). It is known that in public key 
systems, the public key is available to the public either by the customer or at a centralized 
location. When someone wishes to send an encrypted communication to the customer, they 
retrieve the customer's public key, encrypt the communication with the customer's public key, 
transmit the encrypted message to the customer at which point the customer decrypts the 
message using the customer's private key. 

53. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to use the customer's public key to encrypt the transaction certificate for transmission 
to the customer, since Powar states at column 5, lines 6-17 that such a modification would verify 
the message as being legitimate, since in the customer is the only one with the private key that 
could decrypt and read the message. 
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Conclusion 

54. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

55. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 

CFR 1.136(a) will be calculated firom the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

56. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 

57. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this appHcation or proceeding is assigned is 571-273-8300. 
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58. Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Christian LaForgia 
Patent Examiner 
Art Unit 2131 




